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ollaborative applications
lde security access?




Access has three phases.

etermination
IS mapped to rights or privileges.

cation
tials are validated. Identity established.

ation / Policy Enforcement
etermines If execution continues.




do not know your users.

ent store buyer orders
ndise from a supplier.

| Guard needs status information
e local police in an emergency.

t results are forwarded by a doctor
surance company.

mpany's CRM app has to work
ur inventory management app.




ity IS complicated.

n be:

ations
processes
e combination.



ntity technology are you
going to use?




ntial Mechanisms

Password

entifiers







rotocol Do You Use?

nce




t to Mention...

Provider:
t
G Infravio

b Services Manager




U Interoperate with third
parties?




based security you don't
now who your users are.




Ims Based Security

represents an attribute about an

ation Is based on attributes.

presents the attributes need to
ode to execute.

an be represented in a vendor-
standardized way.




tication Generates Claims

ted identity I1s associated with a set
S, Oor claim set.

ftware trusts the authentication
ISm, then It can trust the claims.

ware Is not required to know the
of the user.



efits of Using Claims

d the dependency of authorization
y on specific authentication
gles.
ftware to process identities
ated by third parties.




irements to Use Claims

an standard to express claims.
a standard to express policy

a standard to identify the
ators to determine trust.




IS the standard for claims.

rity Assertion Markup Language
tributes to be expressed.

are expressed as XML assertions.
an OASIS standard.
ofiles map to a specific technology.
used for more than claims.




ML Assertions

lon Assertions
n Decision Assertions
sertions




Enforcement Points

licy can be enforced in the
stem infrastructure.

policy must be enforced In
code.




Attributes

an be any relevant information
entity:

entication




pping SAML Tokens

urity puts SAML tokens in the
headers.

laimSet, Claims classes

es custom headers.

|.Xml.org/news/how-to-use-saml-with-rest-
vices




User Aut
Security
Compan

STSretu
signed s

based o

Custome
Compan
claims.

Compan
trusts Cc

Compan
decide

Basic Claims Scenario




Federated Claims Scenario

ead of having to
ust the STS of
ach client
ompany, you can
t the token
ervices trust each
ther.




S Driven Conversation

tion
Conversation
%




Microsoft "Geneva'"

Framework allows you to build
ased applications.

patible with WCF

Server Is an STS or identity
I based on Active Directory.

rts both browsers and active clients.
a Framework used to build custom STS.

CardSpace Is an identity selector.

yingela  ger———




Start to move to Claims?

diate need exists for a Security
ervice.

ur authentication mechanism
claims.

ur software make authorization
S In terms of claims.




Demo

today to build a claims-based
n mechanism.




Conclusions

hentication, authorization, and
cisions can be partitioned.

ation can use claims from any
SO long as they are trusted.

privacy can be protected.

rative solutions do not require
whom your users are.
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